NAMATKA
«0 mepax 6e30nacHOro NcnoJib3oBaHuA

6aHKOBCKMX KapT»

CobntogeHve pekoMeHzaumi, cogepxalimnxcsa B Namatke, No3BoamT obecneuntb
MaKCUMaNbHYH COXPaHHOCTb BaHKOBCKOM KapThl, ee pekBusnTtos, MNVH n gpyrux
AaHHbIX, @ Tak)Xe CHU3UT BO3MOXHbIE PUCKM NMPU COBEPLLEHUN OnepaLmii
C UCnosib30BaHMeM HaHKOBCKOWM KapTbl B baHKOMaTe, Npu 6e3HasnyHOM onaaTte
TOBapoOB M YCAYr, B TOM Yncie yepes ceTb IHTepHerT.

O6wme pekomeHaauum

HI/IKOFAa He COO6LLI,aI\/IITe MVH TpeTbMM JiLaMm, B TOM Yncdie poactBeHHUKaM, 3HaKOMbIM,
COTpyaHMKaM erAMTHOIz OopraHmsaumun, kaccmpam m amuam, noMoraroliM Bam
B MCMOIb30BaHNN BAaHKOBCKOW KapThbl.

NMMH HeO6XO,£I,VIMO 3anOMHUTb K B Caly4dae, eCJin 3TO ABJIAETCA 3aTPYAHNTE/IbHbIM,
XpPaHWUTb €ro OoTA4ENbHO OT ©aHKOBCKOMN KapTbl B HEABHOM BUAE N HELOCTYNMHOM A4
TpeTbuX any, B TOM Yncne poaCTBEHHMKOB, MeCTE.

Hukoraa H1 npu Kakmx o6CcToATENBCTBAX He NepesaBalite 6aHKOBCKYHO KapTy A
MCMONb30BaHMSA TPETBUM NMLLAM, B TOM UYMCae POACTBEHHUKaM. Ecam Ha GaHKOBCKOM
KapTe HaHeceHbl Gamunansa 1 nMa GU3MYecKoro AnLa, To ToJIbKO 3TO GU3nMUeckoe NnLo
MMeeT NpaBo MCMOb30BaTh OAHKOBCKYHO KapTy.

Mpwv nonyyeHnn 6aHKOBCKOW KapTbl pacnuwmnTecb Ha ee 06OPOTHOWN CTOPOHE B MeCTe,
npesHa3HaYeHHOM A5 NOANUCK Aep>KaTens 6aHKOBCKOW KapTbl, €CIN 3TO
NpeaycMOTPEHO. 3TO CHU3UT PUCK MCMOAb30BaHNA BaHKOBCKOMW KapTbl 6e3 Ballero
cornacus B Cyyae ee yTparbl.

ByabTe BHMMaTENbHbI K YCIOBUSIM XPaHEHUS 1 MCMONb30BaHNS GaHKOBCKOW KapThl.
He noaseprainTe 6aHKOBCKYH KapTy MEXaHUYeCKUM, TeMNepaTypHbIM

M 371eKTPOMarHUTHbIM BO34ENCTBMAM, a TakXe n3berante nonajaHus Ha Hee Baaru.
BaHKOBCKYO KapTy HeNb3sl XpaHUTb PAAOM C MOBW/bHBIM TeepOHOM, HbITOBOM

N OPUCHOW TEXHNKOMW.
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TenedoH KpesnTHOM opraHm3aunm — smMmnTeHTa 6aHKOBCKOW KapTbl (KpeAUTHOM
opraHu3aumu, BbigaBLuer 6aHKOBCKYHO KapTy) yka3aH Ha 0BOpPOTHOW CTOPOHe
H6aHKOBCKOW KapTbl. Tak>ke HeOb6X0AMMO Bceraa MMeTb nNpu cebe KOHTakTHble TenedoHbI
KpPeAVUTHOWM opraHnsaumm — 3MuTeHTa 6aHKOBCKOW KapTbl 1 HOMep GaHKOBCKOWN KapTbl
Ha ApYyrvx HocuTensax MHGoOpPMaLMn: B 3aNUCHOWN KHUXKKE, MOBUAbHOM TenedoHe n/uam
APYTUX HOCUTENAX MHPOPMaLMKM, HO He pAAOoM € 3anucbio o MNH.

C uenbio NpeAoTBPALLEHNA HEMPABOMEPHbIX AeNCTBUM MO CHATUIO BCEW CyMMbI
AEHEXHDBIX CPeACTB C 6BaHKOBCKOro cyeTa Lies1ecoobpa3HO YCTaHOBUTb eXeMeCAYHbIN
JMMUT Ha CyMMy ornepaumi no 6aHKOBCKOW KapTe 1 Of4HOBPEMEHHO MOAKAOYNTD
3/IEKTPOHHYHO YC/Iyry OMOBELLEHNA O NMPOBEAEHHbIX Onepaumax (Hanpvmep,
onoBeLLeHne nocpeactsBom SMS-coobLeHA NaK MHBIM CNOCOBOM).

Mpwn nonyyeHnn NPocbObl, B TOM YMCIe CO CTOPOHbI COTPYAHUKA KPEAUTHOWM
opraHu3aumm, coobLwmnTb NepcoHaNbHble AaHHble AN MHPOPMaLMIO O HaHKOBCKOM
kapTe (B ToM umncne NMMNH) He coobuianTte mx. MNepe3BoHUTE B KPeAUTHYHO
OpraHv3aumio — 3MUTEHT BaHKOBCKOW KapTbl (KPeAUTHYHO OpraHM3aLmio, BblAaBLUYHO
6aHKOBCKYHO KapTy) 1 coobLmTe 0 gaHHOM dakTe.

He pekomeHayeTcs oTBeYaTb Ha 3NEKTPOHHbIE MNCbMA, B KOTOPbIX OT UMEHW KPEeANTHOM
opraHusaumm (B TOM UNC/e KPEAUTHOW OpraHn3aumm — smMuTeHTa 6aHKOBCKOW KapTbl
(KpeanTHOM opraHm3aumm, BblaaBLue 6aHKOBCKYHO KapTy)) NpeanaraeTca NpesocTaBuTb
nepcoHasbHble JaHHble. He cnesynTe MO «CCblKaM», yKa3aHHbIM B MMCbMax (BKrOUas
CCbIJIKW Ha CaWT KPEeAUTHOMW OpraHun3aLmm), T. K. OHU MOTYT BECTU Ha CalTbl-4BOVNHUNKM.

B uenax nHdopmaLMOHHOro B3aMMOAENCTBUA C KPEAUTHOW OpraHn3aumen —
3MUTEHTOM HaHKOBCKOW KapTbl (KpeanUTHOW opraHm3auunm, BblgaBLuen 6aHKOBCKYHO
KapTy) peKOMEHAYEeTCA UCMONb30BaTh TObKO PEKBU3UTLI CPEACTB CBA3M (MOBUABHbIX

N CTauMOHapHbIX TenedoHoB, GakcoB, MHTEPaAKTUBHbIX web-cauToB/nopTanoB, OObIYHOM
W 31eKTPOHHOW MOYTbI 1 MpP.), KOTOPbIe YKa3aHbl B JOKYMEHTaX, MONYYEHHbIX
HEeNnoOCPeACTBEHHO B KPEAUTHOW OpraHn3aunm — 3MmUTeHTe GaHKOBCKOW KapTbl.

MNMomHuTe, uTo B Ciyydae packpbiTna MNMVH, nepcoHanbHbIX AaHHbIX, yTpaTbl 6aHKOBCKOM
KapTbl CyLLLeCTBYeT PUCK COBEPLUEHMA HENMPABOMEPHbIX AEeUCTBUN C feHEXHbIMM
cpeAcTBamMu Ha BaweM 6aHKOBCKOM CYETE CO CTOPOHbI TPETbUX JINLL.

B cnyuae ecnim metroTcA npeanonoxeHusa o packpbituun MAH, nepcoHanbHbIX aHHbIX,
MO3BO/IAOLLMX COBEPLUNTL HEMPABOMEPHbIE AeNCTBUA C BallMM 6aHKOBCKMM CYETOM,

a TaKke eciv baHkoBcKasa KapTa bbina yTpayeHa, HeObXOAMMO HeMeNeHHO obpaTUTbCA
B KPEAUTHYO OpraHn3aumnto — 3MUTEHT 6aHKOBCKOM KapTbl (KPeAMTHYHO OpraHmn3aLuio,
BblAaBLUYO 6aHKOBCKYHO KapTy) U clefoBaTb YKa3aHUAM COTPYAHMKA AaHHOW KpeanTHOM
opraHusauuu. [lo MoOMeHTa obpalleHnsa B KPeAUTHYHO OpPraHn3aLmnio — SMUTEHT
6aHKOBCKOW KapTbl Bbl HeceTe puCK, CBA3aHHbIA C HECAHKLMOHUPOBAHHbBIM CMXCaHNEM



AEHEXHbIX CPeACTB C Ballero 6aHKOBCKOro cyeta. Kak npaBmao, COrnacHO yCN0BUAM
AOroBopa C KpeanTHOW opraHm3aumen — SMUTEHTOM BAHKOBCKOW KapTbl AEHEXHbIE
CPeACTBa, CNMCaHHble ¢ Ballero 6aHKOBCKOrO cyeTa B pe3ysibTate
HeCaHKLMOHMPOBAHHOIO UCMO/Ib30BaHWsA Balle 6aHKOBCKOM KapTbl 4O MOMEHTa
yBeZlOMEHNS 06 3TOM KPeAWUTHOM OpraHu3aumm — 3mMuTeHTa 6aHKOBCKOW KapTbl,
He BO3MeLLaoTCs.

PekomeHgauumn npum coBepLueHUn onepaumim ¢ 6aHKOBCKOMU
KapToi B 6aHKOMare

OcyliecTBasnTe onepaymnm c UCnoab3oBaHnem HaHKOMAaTOB, YCTaHOBAEHHbIX
B 6e30nacHbIx MecTax (Hanpumep, B roCyAapCTBEHHbIX YUYPEXAEHNAX, NOAPa3AeNeHMAX
6aHKOB, KPYMHbIX TOProBbIX KOMMAEKCaX, FOCTUHMLAX, a3pornopTax 1 T.n.).

He ncnonb3yunTe ycTponctsea, kotopble TpebytoT BBoga MNUH ana goctyna B nomeleHme,
rae pacnonoxeH 6aHkomar.

B cnyuae ecnm nobamnsoctn ot 6aHKOMaTa HaXxoAATCS MOCTOPOHHMWE AL, CaeayeTt
BbibpaTb 60s1ee noaxoasLee BpemMa ANA UCNOAb30BaHUsA baHKOMaTa nau
BOCMOJ/Ib30BaTbCA APYrMM HaHKOMaTOM.

MNepea ncnonbzoBaHnem HaHKOMaTa OCMOTPUTE €ro Ha Haanume JOMONHUTENbHbIX
YCTPOWCTB, HE COOTBETCTBYHOLLMX €r0 KOHCTPYKLIMM 1 PaCNONOXEHHbIX B MecTe Habopa
MNMNH v B mecTe (Npopesb), NpeAHa3HaYeHHOM A1 npuemMa KapT (HanpumMep, Haanuuve
HEepOBHO YCTaHOBJ/IEHHOW knaBmnaTypbl Habopa MWH). B ykazaHHOM ciyyae
BO3JeP>XXMUTeCb OT UCMO/Ib30BaHWA Takoro 6aHkomara.

B cnyuae ecnv knaBmatypa uam Mecto Ans npvema kapt 6aHkomMaTta o60pyaoBaHbl
AONONHUTENbHBIMW YCTPOUCTBAMU, HE COOTBETCTBYHOLLMMW €r0 KOHCTPYKLIUK,
BO34EP>XXMTECb OT UCMOb30BaHMA BAHKOBCKOW KapTbl B JaHHOM HaHkOoMaTe

M coobLmTE O CBOUX NOAO3PEHMAX COTPYAHMKAM KPeAUTHOM OpraHm3aLmnm

no TenedoHy, ykazaHHOMy Ha HaHkomarTe.

He npumeHsinTe dusmueckyro cuay, utobbl BCTaBUTb HaHKOBCKYHO KapTy B HaHKOMaT.
Ecnn 6aHKOBCKasi KapTa He BCTaBAAETCS, BO3AEPXUTECh OT UCMOJIb30BaHMUSA TaKoro
6aHKkomara.

HabupanTte MNH Takmm obpazom, utobbl Ntoan, HaxoaAWwMecs B HENOCPEeACTBEHHOM
6an3octn, He cmoraum ero yeuaeTb. [Mpn Habope MAH npukpbiBanTe kKnaBmnaTypy pyKou.

B cnyyae ecniv baHkomMaT paboTaeT HEKOPPEKTHO (HanpuMep, A0/r0e BPeMsi HaXoAUTCS
B PEXMME OXMAAHWUS, CaMOMNPOMN3BOJIbHO Mepe3arpyaeTcs), CesyeT 0TKa3aTbCs
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OT MCMOJ/Ib30BaHWUA Takoro 6aHKoMaTa, OTMEHWUTb TeKYLLYO OonepaLuto, Haxan
Ha knaBmaType kHonky «OTMeHa», 1 AoXAaTbCs BO3BpaTa 6aHKOBCKOW KapTbl.

MNocne nonyyeHMa HaNYHbIX AEHEXHbIX CPeACTB B baHKOMaTe cnesyert nepecuymTatb
6aHKHOTbI NOINCTHO, YOeAnTbCA B TOM, UTO BaHKOBCKasA KapTa bbina BO3BpaLleHa
H6aHKOMaTOM, AOXAATbCA BblAauu KBUTaHLMM MPU ee 3anpoce, 3aTeM NOJOXNUTb

MX B CyMKY (KOLLenieK, KapMaH) 1 TONbKO MOC/Ie 3TOr0 OTXOAUTb OT BaHKOMaTa.

CnepyeT coxpaHATb pacrneyaTaHHble 6aHKOMaTOM KBUTaHLMU AN NOCAEAYIOLLEeN CBEPKU
yKa3aHHbIX B HUX CYMM C BbINWUCKON N0 HaHKOBCKOMY CYEeTy.

He npucaywmnBantecb K COBETaM TPETbUX JINL, @ TaK>Ke HE MPUHUMANTE UX MOMOLLb NpU
npoBeAeHMN onepaumi ¢ 6BaHKOBCKOW KapTon B BaHKOMaTax.

Ecav npu npoBeaeHnn onepaumnii ¢ 6aHKOBCKOW KapTol B 6aHKkomaTe HaHkomaT

He BO3BpaLLaeT 6aHKOBCKYHO KapTy, ciesyeT NO3BOHUTb B KPEAUTHYH OpraHm3aLmio

no TenedoHy, ykazaHHOMy Ha baHkoMaTe, 1 06BACHUTL 0BCTOATENLCTBA
NPOM30LLEALLErO, a TakXe cesyeT 06paTUTbCs B KPEAUTHYHO OpraHm3aLmio — SMUTEHT
6aHKOBCKOW KapTbl (KPEAUTHYHO OpraHmn3auuio, BblAaBLuyto 6aHKOBCKYH KapTy), KOTopas
He 6blna BO3BpaLyeHa 6aHKOMAaTOM, 1 Aanee ClefoBaTb MHCTPYKUUAM COTPYAHMKA
KpPeauTHOWM opraHunsaumm.

PekomeHAaLMn NpU UCNoJib30BaHMN 6aHKOBCKOW KapThbl
AnAa 6e3HaMUHON on/1aTbl TOBApPOB U yCayr

He ncnonb3yinte 6aHKOBCKME KapTbl B OPraHN3aLmax TOProBAN U YCAYT,
He BblI3bIBaOLLNX AOBEPUIS.

TpebyiTe npoBeseHMsa onepaymi ¢ 6aHKOBCKOW KapTOM TO/IbKO B BalleM MPUCYTCTBUMN.
OTO HEOHXOAMMO B LLeNSIX CHUXKEHMA PUCKA HENMPABOMEPHOTO NOJyYEeHUS BaLLUX
NepCOHabHbIX AaHHbIX, yKa3aHHbIX Ha BAHKOBCKOW KapTe.

Mpu ncnonb3oBaHMM 6aHKOBCKOW KapTbl A5 OMAaTbl TOBAPOB U YCAYT KacCUp MOXeT
notpeboBaTb OT BNagenbLa 6aHKOBCKOM KapTbl MPeAoCTaBUTb NAacnopT, NoANMcaTb Yek
nnv Beectu MNH. Mepea Habopom MNMNH cnepyeT ybeanTbca B TOM, UTO JIHOAN,
HaxoAALLMeCcs B HEMoCpeACcTBEHHOW H6M30CTW, He CMOTYT ero yBuaeTb. [lepes Tem Kak
noanuncatb Yek, B 06s3aTebHOM NOpsAAKe NPOBepbTe CYMMY, YKa3aHHYH Ha Yeke.

B cnyyae ecav npu nonbiTke onsiatbl 6aHKOBCKOW KapToW MMeNa MeCTO «HeyCreLlHas»
onepaums, cCiesyeT COXPaHUTb OAMH 3K3eMMAAP BblAAHHOTO TEPMUHANIOM Yeka ANS
nocaesytoLel NPOBEPKM Ha OTCYTCTBME YKa3aHHOW onepauun B BbINUCKe

no 6aHKOBCKOMY CYeTy.



PekomeHgauumn npm coBepLieHUn onepaumim ¢ 6aHKOBCKOMU
KapToun uepes cetb HTepHeT

He ncnonb3yite MNH npu 3akase ToBapoOB 1 ycayr yepes ceTb VIHTepHeT, a Takxke
no TenedoHy/dakcy.

He coobuante nepcoHanbHble faHHble Ui nHGopMaumo o 6aHKOBCKOM(OM) KapTe
(cuete) uepes cetb VIHTepHeT, Hanpumep MNWH, napoan goctyna Kk pecypcam H6aHka,
CPOK AencTBmA BaHKOBCKOW KapTbl, KPeAUTHbIE IMMUTBI, ICTOPUIO OnepaLymy,
MepCcoHasbHble AaHHbIE.

C uenbo NpeAoTBPaLLEHNS HEMPABOMEPHbIX AENCTBUI MO CHATUIO BCEW CyMMbI
AEHEXHbIX CPeacTB ¢ BAHKOBCKOTO CYETa PEKOMEHAYETCA A/ OMnJiaThl MOKYMOK B CETH
NHTepHeT ncnosb3oBath OTAENbHYH HaHKOBCKYH KapTy (Tak Ha3biBaeMyHo
BUPTYasIbHYIO KapTy) C NpeAesbHbIM TMMUTOM, NPeAHa3HAaYeHHYH TONbKO A5
YKa3aHHOW Lie/iv U He MO3BOJISAIOLLYHO MPOBOAMUTb C €€ NCMOJIb30BaHMEM OMnepaLmm

B OpraHu3aLmsax TOProsau 1 ycayr.

Cnepyet Nonb30BaTbCA MHTEPHET-CalTaMuU TO/IbKO U3BECTHbIX U MPOBEPEHHbIX
OopraHu3aLmii TOProBaU U YCAYT.

Obs3aTenbHO ybeanTecb B NPaBUIbHOCT aApeCcoB MHTEPHET-CaUTOB, K KOTOPbIM
MNOAKNHOYAETECh M Ha KOTOPbIX cCOBMpaeTech COBEPLUNTL MOKYMKK, T. K. MOXOXWe aapeca
MOTYT NCMONb30BaTbCs AN OCYLLECTBAEHUSA HENMPaBOMEPHbIX AEUCTBUN.

PekomeHpayeTca coBepLuaTb MOKYMKM TOJIbKO CO CBOErO KOMMbOTEPA B LiENsAxX
COXpaHeHns KOHONAEHLNANbHOCTM NePCOHaNbHbIX AaHHbIX U (Man) nHGopMaLnm

0 6baHkKOBCKOW(OM) KapTe (cueTe). B cnyuae ecam nokynka coBepLiaeTcs

C UCMOJ/Ib30BAHNEM HY>KOrO KOMMbIOTEPA, HE PEKOMEHAYETCA COXPaHATb Ha HEM
NepcoHasbHble AaHHble U APYTy0 MHGOPMALIMIO, @ MOC/Ie 3aBepLUEeHNs BCEX OnepaLmm
HY>XHO y6eanTbCs, UTO NepCcoHasbHble JaHHble U aApyras MHGOpMaLMsa He COXPaHUANCh
(BHOBb 3arpy3uB B 6pay3epe web-cTpaHu1Ly NpoAaBLa, Ha KOTOPOW COBEpLUAAnNCh
MNOKYMKW).

YcTaHOBUTE Ha CBOW KOMMbOTEP aHTUBUPYCHOE NporpammMHoe obecneveHune

W perynsipHoO Npou3BoAMTE ero 06HOBAEHME N OBHOBAEHMWE APYTNX UCMONb3yEMbIX BaMU
NpOorpaMMHbIX MPOAYKTOB (ONepaLoOHHON CUCTEMbBI U MPUKAAAHBIX MPOrpamMm), 3To
MOXeT 3alUMTUTL Bac OT NPOHNKHOBEHWS BPeAOHOCHOrO NPOrpaMMHOro obecneyeHus.

lpunoxeHue k nucemy barHka Poccuu om 02.70.2009 N2120-T- «[Namamka «O mepax
6e3onacHo20 ucnoa16308aHUA 6AHKOBCKUX KApM»»



