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CoburofieHre TaHHBIX PEKOMEH AN MTO3BOJIUT 00€CTIEYNTh MAKCUMATILHYIO COXPAaHHOCTD
Bammx neHeXHBIX CPEeICTB, a TAK)KE CHU3UT BO3MOYKHBIC PUCKH MPU OCYIIIECTBIICHUH TIJIATEXEH B
MOJTh3Y TOCTABIIUKOB yCIyTr (MOOWJIBHBIC OIEepaTOphbl, MHTEPHET- MPOBaWIEphl U T.1.), TPH
nepeBoax JCHEKHBIX CPEACTB Kak BHYTpU baHka, Tak U B qpyrue KpeauTHBIC OPraHu3aIiy.

1. TIlpum yrepe MOOMIBLHOTO YCTPOWCTBA, UCIIOIB3YyEMOTO ISl OCYIIECTBIICHHS TIIaTeKEH
U TIepeBO/IOB, HE3aMEeUTUTENILHO O0OPATUTECH K CBOEMY OIIepaTopy COTOBOM CBSI3U /7Sl OJIOKUPOBKU
SIM-kapThl, 3a0710KUPYHUTE TOCTYN B MOOMIILHOE MTPHIIOKEHUE ITPY TIOMOIIH CIielnaanucToB banka,
a Taioke oopatuTech B baHk A5 BBISIBICHUS BO3MOXKHBIX HECAHKIIMOHUPOBAHHBIX ONIEpaLIUi.

2. HesamemmrensHo cooOalite B bauk:

* 00 yTpaTe miuaTe:XKHON KapThl U (MJIM) MOOMIIBHOTO YCTPOMCTBA, UCIOIB3YyEMOro s
OCYIIIECTBIICHUS TUIaTeXKeH U MepeBOIOB;

* 0 cMmeHe HoMmepa Bamiero tenedona;

* 0 HECaHKIIMOHMPOBAHHBIX olepalusax no Bamemy cuery;

* B ciyyae, eciu Bamu mepcoHanbHble WM OAaHKOBCKHE JaHHBIE CTalIM JOCTYIHBI
MIOCTOPOHHEMY YEJIOBEKY.

3. He mpoBoauTe AeicTBHs MO YKa3aHUIO WIM MO PEKOMEHIAIUSM TPEThbUX IUI, HE
coo01IalTe UM pe3yJIbTaThl CBOUX JAelicTBUil B IHTepHeT-0anke/MoOHIbHOM OaHKe 1 GaHKOMaTax
banka (He cooOmaiite 1r00y10 nu(poByr0 Ui OYKBEeHHYIO HH()OPMAIIHIO) TPETHUM JIHIaM, B TOM
Yyclie MPEJCTABISIIOIMIMMCS  COTPYAHUKAMH TPaBOOXPAHUTENBHBIX OPraHoB, OIepaTopaMu
COTOBOH CBSI3U, pa0OTHUKAMU OAHKOB.

4. B HEKOTOpHIX CIy4yasX MOIICHHUKAMH WCIONB3YIOTCS TEXHOJOTHH TMOJIMEHBI
0TOOpakaeMoro Ha 3KpaHe Homepa TenedoHa mpu BxoasieM 3BoHke. Eciu Bol comHeBaeTech, 4To
BXOJIAIIUI 3BOHOK OCYIIIECTBIsIeTCS paboTHUKOM baHka, 3aBepIInuTe pa3roBOp U CaMOCTOSITENIEHO
nepe3BoHUTe B bank mo Homepy TenedoHa, ykazaHHOMY Ha opuimanbHOM caiite banka wnu Ha
00paTHON CTOPOHE MJIATEKHON KapThl.

5. PerynsapHo koHTpodHMpyiiTe cocTosiHUE Bamux cueToB, He3aMeITUTENBEHO cooOIaiTe



paboTtHuKaM baHka 0 HECAaHKIIMOHUPOBAHHBIX OTEPALIUSX.

6. Ha ycrpoiictBo, wucnonb3yemoe [Uid YOPaBIEHHUS CUETOM, CBOEBPEMEHHO
yCTaHaBJIMBaWTe OOHOBICHHSI 0E30HMaCHOCTH OMNEpAIMOHHOW CHUCTEMBI, a TaKKe OOHOBJICHHUS
0€30MacHOCTH TPHUKIATHOTO TMPOrPaMMHOI0 oOecreueHHus (JKeNaTelibHO B aBTOMAaTHYECKOM
pEeXUME).

7. He ycranaBnuBaiiTe Ha yCTPOHCTBO IPOrpaMMHOE OOECIeYeHUE U3 HE JOBEPEHHBIX
HMCTOYHHKOB.

8. VYcraHoBHWTE Ha YCTPOWCTBE, HCIOIB3YEeMOM ISl TOJY4YEeHUS OaHKOBCKUX YCIYT,
aBTOMATHYECKYIO OJIOKMPOBKY SKpaHa Ha Mmeproj 0e31eiicTBHs (C maposem).

9. He mepenmaBaiite yCTpONCTBO, HCIIOJIB3yeMOE IS TOJyYCHUsS OaHKOBCKUX YCIYT,
TPETHUM JIUIAM (JETSIM, 3HAKOMBIM, KOJUIeTaM) JUIS NPOBEICHUS WUrp, YTCHHS COOOIICHHN B
COIMAJIBHBIX CETSIX H IIp.

10. He wucrnonb3yiite (YHKIUIO aBTOCOXpPAaHEHUS TapoJieli B Opay3epe yCTpOWCTBa,
HCIOJIb3YEMOTO /7Sl TOJy4YeHHs] 0aHKOBCKHUX YCIYT.

11. He nepexoauTe 1o NoJ03pUTENbHBIM CChIJIKaM, OTYYEHHBIM 110 JIEKTPOHHOM HOYTe,
B SMS-coo0menusx, B MECCEHKepaxX WIN B COLUATBHBIX CETSX.

12. He ocymiecTBisiiiTe BXOJ] B TUCTAaHIIHOHHOE OAHKOBCKOE 00CITY)KUBAHHE B MECTaxX, TJIe
yciayru VIHTepHeTa SBIAIOTCS OOIIENOCTYNHBIMU, W/WIM C HWCHOJB30BaHUEM IyOIMYHBIX
OecrpoBOIHBIX ceTel, HanpumMep, HTepHeT-Kade nian o0IIeCTBEHHBIN TPaHCIIOPT.

13. [Ipu mepenave ycTpoiicTBa B PEMOHT IPEABAPUTENBHO YyIaluTe HH(DOpMAnuio u
MIPUJIOKEHHUS, CBA3aHHBIE C JOCTYNIOM K OaHKOBCKUM CHETaM.

14. He nepepnaBaiiTe TpeTbUM JMLAM (B TOM 4YHUCIE€ - POJCTBEHHUKaM, 3HAKOMBIM)
KoH(puaeHManbpHbIe cBeneHus: Homep kapthl, [IMH-kox, CVC/CVV kon (manHble HA 0OpaTHOU
CTOpOHE KapThl), MOJATBEPKIAIONINN KOJ, HampaBisieMbli Ha Bam wHomep Tenedona mis
nojakoueHus: K MutepHer-6aHKy/MOOUIIbHOMY OaHKYy.

15. Ctporo coOmromaiiTe TpeOOBaHUS IO HCIOJIB30BAHUIO, XPAHCHHUIO, YHUUYTOKCHHIO
KpUNTOrpaQUUecKux KIIOUel SJIEKTPOHHOM MOJMUCH, CPEICTB KPUNTOTrpaduyecKoi 3aluThl
nndopmanuu (CK3U), norunos, maponeit/[IMH-komoB npu HCMOIB30BaHUE IUCTAHIIMOHHOTO
OaHKOBCKOT'O OOCITY)KUBAHUS IOPUANICCKUX JIUII.

16.  OO6s3aTensHO MPOBEPSUTE HAMMMCAHKE apeca caiiTa, Ha KOTOPBIM Bbl XOTHTE BOWTH,
B KOMaHJHOM cTpoke. He BBoJUTE CBOM TaHHBIE, €cliu BuAUTE npenynpexaenne «Ceprudukar He
SBJIIETCS JJOCTOBEPHBIMY»/«Bale nojxitoueHre He 3alHIeHO».

17. Ilpy BO3HMKHOBEHHH BOIPOCOB O OE30MAaCHOM HCMOJIb30BAaHUU OAHKOBCKUX YCIYT
o0OpaTuTech 3a pa3bACHEHUEM B JIt00oe oTAeneHre banka unu no Homepy TenedoHa, ykazaHHOMY
Ha opuIHUaTLHOM caiiTe baHka/Ha 0OpaTHOM CTOPOHE IJIATEKHON KapThl.

18. CooOmure CBOMM pPOJHBIM W ONM3KUM, a TakKXe KOJUIEraM PEKOMEHIAIMH O
MIPOTUBOACHCTBUY MOILIEHHUYECTBY.



